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Abstract 
This article is the first in a series exploring the legal basis for liability on the part of researchers who "observe" and "collect' data from online forums such as a listserv, discussion board, blog, chat room and other sorts of web or Internet-based postings. Determining whether a data subject is "harmed" in the process requires examining existing legal concepts relating to the law of personal injury, i.e., tort law. This article establishes the groundwork for future articles by applying the law of negligence to online research settings. Concepts such as duty of care, proximate and superseding cause, assumption of risk and contributory negligence are discussed and applied to online research data collection and dissemination. While there is some legal risk, the author concludes that under most circumstances a plaintiff would be unsuccessful in pursuing a legal claim against an individual researcher. Nonetheless as online research activity increases the litigious nature of our society underscores the need for researchers to be aware of how liability can arise and the factors involved in assessing that liability, the level of legal risk and appropriate risk-avoidance strategies.
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Abstract

This paper discusses ethical issues relating to voluntary, informed participation and protection of privacy that arise with the collection and display of social network data. For both individuals and groups, network data may reveal positions and structures of which they were unaware, and thus could not know at the time they give permission for use of the data. Network data can also expose individuals from whom data has not been collected when they are nominated as network members by study participants. The paper draws on some cases of social network data collection by the senior author to highlight issues that have arisen, and means that have been used to address them. The paper stresses the need for those collecting social network data to be aware of the potential outcomes of this form of research data collection.
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