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Introduction to Internet Research Ethics: Background and Major Issues in the Literature

Internet research ethics (IRE) is an emerging multi- and interdisciplinary field that systematically studies the ethical implications which arise from the use of the Internet as a space or locale of, and/or tool for, research. No one discipline can claim IRE as its own, as various disciplines since the 1990s have used the Internet for research and, to some extent, grappled with the ethical implications of such research. Indeed, since Internet research is undertaken from a wide range of disciplines, IRE builds on the research ethics traditions developed for medical, humanistic, and social science research: this means in turn that a central challenge for IRE is to develop guidelines for ethical research that aim towards objective, universally-recognized norms, while simultaneously incorporating important disciplinary differences in research ethics – a challenge frequently met in IRE through pluralistic approaches that conjoin shared norms alongside such irreducible differences.  Indeed, at the heart of IRE is an intertwined convergence as IRE seeks to draw from the insights of applied ethics, research methods, information and computer ethics, and comparative philosophy, especially vis-à-vis the possibility of developing a global IRE that simultaneously preserves irreducible differences defining diverse cultural traditions while developing a more global IRE for Internet research undertaken by researchers around the world. 

We begin this chapter by examining the historical emergence of IRE, and then turn to the philosophical dimensions of IRE, including its normative foundations and basic questions. We then review a range of the most common ethical issues in IRE, along with suggestions for possible resolutions of specific ethical challenges.  Finally, we consider several of the most current issues in IRE, including the complex interactions between methodologies and ethics, and whether or not a genuinely global IRE may emerge – one that would hold together shared norms alongside irreducible differences between diverse national and cultural ethical traditions.
IRE: A Brief History

Throughout the 1990s, disparate disciplines began in piecemeal fashion to examine the ethical complexities and implications of conducting research online. In the view of many, it was at best uncertain whether or not such research ethics guidelines as the United States' Belmont Report and such federal human subjects protections as codified in the United States' Code of Federal Regulations (CFR) “fit” or were applicable (2005). For example, Michelle White (2002) has posed the question, “People or Representations,” in order to highlight and explore how disciplinary perspectives from the arts and humanities, film studies, and cultural studies (as generally oriented towards representations) contrast with the human subjects protections models (that stress understanding research participants as people) presented through the CFR. Even earlier, broader debates began to take serious academic form when one of the first journal issues devoted entirely to Internet Research Ethics (IRE) appeared in 1996, in a special issue of The Information Society, followed by a workshop on IRE in 1999 funded by the National Science Foundation and the American Association for the Advancement of Science; the AAAS/NSF report (Frankel and Siang, 1999) remains a benchmark to which IRE literature refers. 

Further evidence of the recognition and development of IRE came through the release of the Association of Internet Researchers (AoIR) Ethics Working Group’s report on Ethical Decision Making and Internet Research, chaired by one of the authors of this paper, Charles Ess (AoIR, 2002). Researchers, policy makers, and such entities as institutional review boards, which were seeing an extraordinary increase in the number of Internet-based research protocols, then continued to build on these foundations, especially as they confronted new ethical challenges in new venues of Internet research (Buchanan, 2003, 2004).  Too, such prominent professional societies as the American Psychological Association convened a Board of Scientific Affairs Advisory Group on Conducting Research on the Internet, releasing a report in 2004 in American Psychologist  (Kraut, et al). And finally, three books in the field of IRE were published between 2003 and 2004 (Buchanan, 2004; Johns, Chen, & Hall, 2004; Thorseth, 2003). These were all, indeed, important moments in the development of IRE as a discrete research phenomenon, and possibly towards establishment of IRE as a unique field, but more importantly,  these publications promoted further serious consideration about the ethical implications of research in online or virtual environments.

Philosophical Foundations: Sources, Frameworks, and Initial Considerations 

IRE in Western countries emerged initially from models of human subjects research and human subjects protections in the life sciences (i.e., medical ethics, bioethics, etc.) and social sciences (e.g., psychology: Kraut et al, 2004).  Moreover, especially the work of the AoIR ethics committee sought insight and guidance from three sources: (1) professional ethics, including codes for computer-related professions, such as the Association for Computing Machinery (1992); (2) ethical codes in the social sciences and the humanities - where our colleagues in the humanities insisted on understanding human beings online as amateur artists or authors who are producing a work that usually needs only copyright protection, in contrast with the social science view of human beings online as "subjects" to be protected in keeping with the standard Human Subjects’ protections of anonymity, informed consent, etc. (e.g., Bruckman, 2002); and (3) the growing body  of information and computing ethics (ICE, e.g., Floridi, 2003, Ess, 2006). 

Philosophers who examine extant statements on research ethics from diverse disciplines and diverse countries will recognize that these make use of at least two familiar Western ethical frameworks – namely, deontology and utilitarianism. As a brief reminder: deontology is affiliated frequently with Kant and argues for the ethical priority of always respecting human beings as autonomous beings (i.e., free and thereby capable of establishing their own moral norms and rule: in one of the best-known formulations of the Kantian Categorical Imperative, this requires us to never treat others only as a means.
 Treating human autonomies as ends-in-themselves then entails a number of rights, duties, obligations, and principles: these include those emphasized in human subjects protections – namely, rights to privacy, confidentiality, anonymity, and informed consent.  Researchers thence have the obligation to respect and protect these rights, no matter the “costs” of doing so – for example, of having to develop comparatively more complicated and/or costly research design in order to protect such rights, or even the ultimate cost of giving up an otherwise compelling and potentially highly beneficial research project because it unavoidably violates these basic rights and duties.  By contrast, utilitarianism, as a species of consequentialism in ethics, seeks to justify ethical choice via a kind of moral accounting that compares potential benefits and costs of a given choice, in hopes of thereby promoting maximum human happiness – however defined (e.g., as physical pleasure for sentient beings in Jeremy Bentham, as pleasures both intellectual and physical for J. S. Mill, and so forth.)  
For example, this calculus is expressed in the U.S. Code of Federal Regulations (2005) concerning Human Subjects research, including the requirement that "Risks to subjects are reasonable in relation to anticipated benefits, if any, to subjects, and the importance of the knowledge that may reasonably be expected to result"  (§46.111.a.2): potential benefits can thus  be used to justify risking the moral costs of subjects’ suffering pain and/or violating subjects’ basic rights.  While some deontologists might be able to agree – we will further see, however, that analogous Human Subjects protection codes from other countries (including the European Union Data Privacy Protection Acts [Directive 95/46/EC, 1995, Directive 2006/24/EC, 2006] and the Norwegian research codes [NESH, 2003, 2006]), rather insist on an absolute protection of basic rights and protections.  In this way, they hold to a more strongly deontological view that such rights and protections must be preserved – no matter the potential benefits.
While philosophers will, of course, debate these characterizations of deontology and utilitarianism 
– these distinctions have proven useful in the development of IRE in two ways.  One, for researchers and other non-philosophers with no formal training in ethics, these distinctions help them “make sense” of their ethical experience and intuitions. And doing so thus helps these colleagues articulate their intuitions in ways that philosophers will recognize as incorporating more objectivist orientations in ethics. These distinctions thus provide a useful (and badly needed) bridge between researchers from disciplines in the humanities and social sciences, on the one hand, and philosophers and applied ethicists, on the other hand. Two, as the examples given above suggest, these distinctions have proven helpful in articulating important differences between national and cultural ethical traditions – and thereby, they foster the development of pluralistic approaches that, most ambitiously, will fulfill the goal of a global ICE to foster shared ethical approaches in IRE that at the same time recognize and foster differences essential to specific national cultures and individual identity (Ess, 2006). So, for example, a number of ethicists and political scientists have identified consequentialist approaches, including utilitarianism, as characteristic of ethical decision-making in the professional ethics and human subjects protections codes in Anglo-American spheres. As we have begun to see, U.S. (and U.K.) codes characteristically justify research on the basis of its anticipated outcomes – i.e., as these promise to benefit society at large in some way – thereby requiring researchers only to minimize, not eliminate, risks to research subjects 
. But of course, deontologists point out that “the greatest good for the greatest number” can justify even the most absolute violation of the rights of “the few” – as both general examples such as slavery and specific infamous examples in the history of research (e.g., the Tuskeegee Institute syphilis study - Pence, 1990, 184–205) make all too clear.  Moreover, the research ethics of countries such as Norway can be accurately characterized as deontological, as they emphasize that the rights of human subjects must never be compromised, no matter the potential benefits (NESH, 2003, 2006).
  Indeed, this contrast between more utilitarian Anglo-American approaches and more deontological European approaches has been noted by earlier researchers (see Burkhardt, Thompson, & Peterson, 2000, and Reidenberg, 2000).
Beyond the frameworks of deontology and utilitarianism, contemporary ethical approaches in IRE include feminist and communitarian frameworks that highlight the role and ethical significance of personal relationships and care between researchers and their “subjects”.  Such frameworks in fact offer up versions of “the Golden Rule” as they ask researchers to consider how they themselves would feel if they found themselves treated in the ways they proposed to treat their subjects?  In addition, feminist and communitarian approaches - especially as articulated in Scandinavia – emphasize that the individual “subject” is not simply an autonomous individual, but is rather a human being whose sense of identity and value are intrinsically interwoven with his/her “web of relations.” This means that the researcher is not simply obliged to protect, e.g., the anonymity and confidentiality of a solitary subject – but rather is required to protect the anonymity and confidentiality of both the subject and of his / her close friends and intimate partner(s) (NESH, 2006, Johns, et al, 2004).  
Manifestly, how we respond to a given ethical issue within research will depend in large measure on which of these diverse ethical frameworks we presume to be primary (cf. AoIR, 2002; Ess, 2003). 

For example, while arguments prevailed in the 1990s against applying human subjects protection models to online contexts – these models predominate in contemporary discussions of IRE and the three extant ethical guidelines specifically devoted to ethical issues in online research (AoIR, 2002, NESH, 2003, Kraut, et al, 2004).  These models take both national and international declarations of human rights as their foundation (Reidenburg, 2000, Michelfelder, 2001): they are thus marked by a deontological insistence on protecting the integrity and dignity of human persons first of all by emphasizing rights to informed consent, privacy, confidentiality and anonymity. As we will see more fully below (“A Global IRE?”), comparable rights to privacy and data privacy protection in Asia, by contrast, rest on much more utilitarian arguments that justify privacy and data privacy protection primarily as they contribute to the greater social goods of economic development. 

We can see similar contrasts as we now consider some of the most central issues and topics in IRE.
Specific IRE Issues

The IRE literature of the last decade or so has focused on several topics that arise most frequently in online research: we now discuss these “classic” problems in some detail – and then turn to more recent and emerging issues. For the sake of conceptual clarity, we present these as discrete issues - but the specificity and characteristics of Internet technologies and of especially interdisciplinary research online mean that IRE issues are usually intertwined and consequently more complex. 

Anonymity/Confidentiality

Years ago, an often-passed-around cartoon of the Internet read, “On the Internet, no one knows you are a dog.” There was a sense of anonymity, of freedom from one’s “physical” reality when in the disembodied space of the Internet. Researchers grappled with this newfound reality, while of course acknowledging that a fundamental tenet of research is to protect anonymity and identity. Adequate provisions are designed and embraced to protect the privacy of subjects and maintain confidentiality. Through the process of informed consent, researchers convey their commitment to their subjects or participants to protect their privacy and their identity, should revealing something about them cause undue harm, embarrassment, or some other tangible loss. The Belmont Report, for instance, demands that privacy of subjects be protected and confidentiality of data be maintained. In online environments, researchers must wonder about the relationships between a screen persona and the onground individual, and to ensure appropriate protections, the researcher should consider a number of issues. Mechanisms must be in place to provide a truly secure online interaction to guarantee anonymity when promised. If this secure environment is not possible, the researcher should explore what type of Internet locations/media are is safest.  Questions surround such “anonymous” surveys, as with Survey Monkey or QuestionPro, tools which are growing in use across disciplines. 

Ultimately, the researcher must describe how subjects/participants’ identities are protected. One may suggest that encryption is enough.  Then, considering how research data are to be stored, given the prevalence of networked computing. Hacking and data corruption are indeed possibilities.  These are, of course, data integrity issues and often, researchers do not have the control over an online site needed to secure the interaction from hackers or other forms of data corruption or interference. For instance, a researcher may promise to maintain confidentiality over the data she collects; confidentiality is defined by the US model as pertaining to the treatment of information already revealed. There is an expectation that “the data will not be divulged to others in ways that are inconsistent with the understanding of the original disclosure without permission” (The Belmont Report).  
In online research, an ethical breach may occur not due to researcher negligence or fault, but by or through circumstances beyond his or her control. Online researchers must consider all possibilities of potential breaches, as data may be collected online, and the researcher is not the only one to have access to it; others in an online forum, archiving sites, or other back-ups may exist that reveals the source of some data. The researcher may not be in control of this.

Moreover, can a research participant be anonymous online? One may have a “different” online identity, but that identity still corresponds to an individual in a physical environment.  If an electronic persona is portrayed in research on an electronic support group for a medical condition, will the participant be identifiable? If so, at what risk? Is there the potential for significant harms to the subjects through identification – especially if the topics at hand are sensitive in one or more ways? One could imagine a research report using screen names which can be searched online and identified fairly easily. Thus, while the researcher may have attempted to protect privacy, and maintain anonymity and confidentiality, such technological tools as search engines and archives of online discussions may provide enough context and information to make identification not only possible, but harmful. Thus, researchers must consider how they name, describe, or anonymize their online subjects or participants—to the extent it could be possible.

Copyright
A key decision for Internet researchers is often discipline-based – i.e., do we treat our “subjects” as subjects (as is characteristic of the social sciences) and thereby invoke familiar human subjects protections, and/or do we treat our “subjects” as posters, as authors (as is characteristic of the humanities)?  If the later is the case, then far from emphasizing the need for anonymity and confidentiality, we are rather dealing with posters who intend to act as public agents online. Moreover, U.S. law treats anything posted online as protected by copyright: hence, researchers pursuing more humanistically-based approaches will need to consider several questions related to copyright. For example, will any of their citations of these materials count as “fair use” of the materials they encounter online?  How will they acknowledge copyright holders, and/or acquire permission for direct citations – especially if the author(s) use pseudonyms, their work is only available on archives whose email addresses are no longer valid, etc.? These last considerations force researchers to wrestle with both a set of (deontological) rights (i.e., authorship as protected by copyright, etc.) and costs that must be considered in more utilitarian approaches (e.g., the time and labor required to track down ostensible authors, to certify that they are indeed the authors and thus copyright-holders of a specific text, to acquire consent in ways that overcome the possibility, heightened in the online context, of ensuring that the consent comes from the proper author, etc.). 

Furthermore, to satisfy review boards or ethics boards, researchers typically state how long they will retain the data. But, it is unclear how long e-data lasts, under what circumstances, and in what context. When researchers tell their participants they will destroy any data after a specified period of time it may mean nothing in an online context where researchers are not in control of the copyright or ownership.

Revealing Identities

Online identities are complex, social identities that exist in various forms of online environments.  Some choose to use their real names, while others choose pseudonyms, screen names, avatars, masks, and so on. Researchers in online settings study these identities through surveys, ethnographies, action research, and participant observation, and consideration has been around the representation of such identities in research reports. Should they use screen names, which individuals choose for some usually personally significant reason, or should the researcher protect that screen name from potential identification by using a pseudonym of the screen name? This raises questions of ownership and research integrity, trust, copyright, in addition to the more obvious privacy questions. For instance, by changing screen names in a research report, a researcher may detract from the “reality” or “reputation” of the participant. Text searches can reveal more context than a researcher may in her reporting and this raises potential risks. A researcher may allow participants to make this decision about representation, though disciplinary differences in methodology arise in this possibility. As part of the  informed consent process, researchers could present options for participants to consider, and participants be provided the opportunity to  review the research report prior to publication. Ultimately, such questions begin to challenge the long-standing process of research, questioning what Forte (2004) has described as scientific takers and native givers.  Online research presents an opportunity, then, for greater researcher reflexivity, given the discursive exchange between researchers and researched (Olivero and Lunt, 2004). 

Public Versus Private Spaces

Another more challenging area of IRE for researchers is the differentiation between public and private spaces online. If one contends there is any privacy to online interactions (which may be a big if), one can examine whether or not a particular forum, listserve, chat room, bulletin board, etc., is considered by its members to be a public space or a private space.  The expectations of privacy held by those members will dictate the role a researcher may occupy there.  Many have used the analogy of the public park: What we observe in a public park is available to us as researchers. If the Internet locale is correspondingly public, then the researcher need not seek permission from subjects or participants. However, if we observe something in a house behind closed doors from our space in the public park, that is a private space and therefore unavailable to use as researchers. When considering public and private spaces, a researcher should consider his or her role within that online space: Is he or she an observer, participant, member, other? Depending on the fora, different expectations arise. In public newsgroups, for instance, one may post something guided by intentions much different than a researcher’s. A researcher may use such newsgroup data, removing context, removing the discursive markers of that group and therefore present an inaccurate presentation of that data. The realities of archived data is challenging from a research ethics perspective. IRBs, for instance, look carefully at the uses of preexisting data, as it challenges the process and spirit of informed consent.  To protect subjects from harm means researchers must consider the ramifications of using preexisting data from archives, as something from a public space can easily come back to haunt a subject, should it be brought to light in research. All of these possibilities quite seriously violate, among many ethical guidelines, the spirit of a consensual research relationship. 
Sveningsson (2004) has suggested that researchers evaluate this component of IRE along a continuum: public-private and sensitive-non-sensitive. Data falling in the private/sensitive quadrant would be off-limits to researchers, while the remaining three quadrants would be used with discretion, according to ethical guidelines and policy.

Respect for Persons

Human subjects protections models are grounded in respect for persons, as borne out of the informed consent process, as well as through a consideration of risks and  benefits for the individual and for the larger society. There is a careful balance necessary, though this has certainly not always been the case (e.g., the Tuskegee syphilis study
), in protecting individual rights within the greater societal good. Researchers must justify the risk of their studies by the value of potential results. And, through the informed consent process, research participants must clearly understand these risks and benefits, what is taking place in the research, what is expected of them, and what will become of the data. Informed consent must be processual, not a static one time event. 

In online environments, there are many purely practical challenges in obtaining informed consent; these range from fluidity in group membership in short periods of time (for instance, those who log on for a few minutes at a time then quickly log off), to long-time changes in group membership, to individuals who have multiple screen names and identities to ensuring people receive an informed consent document, to where the informed consent document may be accessible.

Further problems arise in the actual verification of understanding one’s role in the research as a participant or subject, which is arguably the cornerstone of informed consent. Disagreement exists over the best process by which to achieve informed consent in online environments.  Click boxes or hard copies are options. The inherent nature of some online environments, for instance, chat rooms, defy static informed consent processes. A blanket statement could be used as a corollary to the informed consent document. (“I understand that online communications may be at greater risk for hacking, intrusions, and other violations. Despite these possibilities, I consent to participate”) Researchers using transaction log data, for instance, have argued that such research is not human subjects at all, and that it is a truly anonymous online interaction, and therefore, informed consent is unnecessary, as is review by an ethics board at all.  

Recruitment

In traditional research ethics, the principle of justice demands that subjects have an equal or fair chance of participation—exclusion must be based on some justifiable reason; the federal Office for Human Research Protections (OHRP), in its IRB Handbook, 
the foundations of human subjects protections in the US, describes the principle of justice:

The principle of justice mandates that the selection of research subjects must be the result of fair selection procedures and must also result in fair selection outcomes. The "justness" of subject selection relates both to the subject as an individual and to the subject as a member of social, racial, sexual, or ethnic groups.
Thus, justice requires that the benefits and burdens of research be distributed fairly. Individuals must also not be unfairly targeted, as occurred in the Tuskegee experiments, for instance. But, many online communities or environments are indeed self-selected based on some quality, thus questions of justice may not apply, in their strict sense; ultimately, in online research, equity/fair representation in the subject pool may not be possible. However, related questions of justice and recruitment emerge: How does the researcher enter the research space to begin recruiting? Many sites, notably, pro-anas (pro-anorexic/eating disorder sites), for instance, reject researcher presence with notices—researchers are not welcome (see Bruckman and Hudson, 2004). Moreover, Walstrom (2004) has examined participant observation in the face of eating disorder groups online. She explored the possibility where some in a community may consent, while others do not.  She argues that the researcher must respect the rights of those who do not want to allow their comments, etc., to be taken as objects and material for research: hence, their privacy, anonymity, etc., must be protected.  At the same time, however, the researcher may proceed to examine the online interactions of those who have given their consent. This proves more difficult online than in onsite research encounters. Clark (2004) has also raised the interesting question of “hybrid” research endeavors: Hybrid research bridges research and researcher presence through groups that have both a physical and virtual presence simultaneously. Clark describes the potential research ethics issue: “Research in a jointly virtual and material context raises unique questions…the primary texts in my research are the community’s listserv postings; how will participant perceptions of risk be impacted by physical meetings with me and others after I have written potentially critical things?” (2004, p. 247). One could conceivably consent to participate in one environment, but could thereby violate confidences from the other locale, intentionally or unintentionally. 

Research with Minors

According to the US model, minors, those under the age of 18, are considered “special populations,” (along with pregnant women and fetuses, prisoners, intellectually or emotionally impaired or handicapped) and as such, require special protections. This is codified in the IRB Guidebook, noting that:

The federal regulations require that IRBs give special consideration to protecting the welfare of particularly vulnerable subjects, such as children, prisoners, pregnant women, mentally disabled persons, or economically or educationally disadvantaged persons.

IRBs and review committees take additional precautions when reviewing research involving any of these populations. Boards must have members that are uniquely qualified to represent—and protect—the unique interests of special populations. Moreover, in the case of minors, consent from an adult, in addition to the minor’s assent is required, thus calling for an additional layer in the consent process, while in the case of mentally disabled individuals, consent must be given by a guardian.  In online environments, research on or with minors has raised considerable attention. Both Stern (2004) and Bober (2004) argue that research with minors is fraught with difficulty from a number of perspectives and should be conducted under very special conditions. Online research with minors raises issues of researcher certainty and competence. Researchers must ensure that their online participants are adults, consenting adults, and not a minor in some online forum. As both Stern and Bober have described, securing parental consent is challenging at best, and assent from a child is often easier to secure than the parental consent. Furthermore, international agreements differ over the age of consent, contributing to a potential for serious differences across research forums online. Finally, while all researchers assume a level of responsibility to his or her participants in the research process, researchers dealing with special populations must understand and commit to report disturbing or dangerous information, for instance, a child discussing abuse, to an appropriate agency. 

Emerging Issues

Forums such as MySpace and FaceBook have become increasingly popular—and of great concern—since their inception as popular social networking sites for young adults in particular. From primary to post-secondary schooling, participants of these sites are finding themselves face to screen with ethical issues. Notably, these social networking sites provide opportunities for both social and academic conversations, as their usage ranges from finding dates to academic advising. MySpace and FaceBook have raised attention in popular media, from such instances as online stalking to employers seeking background—and personal—information on applicants. 


In particular, these sites occasion questions regarding privacy – first of all, as many of their users seem to assume a level of privacy that is simply not available to them within the network. Any number of researchers and ethicists have commented that “newbies” to the Internet, as relatively unaware of the intrinsically public nature of most online communication, often assume a level of privacy in their communications that is simply false: for example, many seem to think that an email is like a piece of paper mail – that it travels on the Internet in a sealed container until it reaches its intended destination, and that only the intended receiver may open it.  Likewise, many are surprised to discover that their postings to a listserv or chatroom can be logged and made publicly available online – most dramatically, for example, when the complete archive of USENET postings were made publicly available on the Web (Sveningsson, forthcoming). These observations lead to the ethical conundrum of whether or not users’ expectations should drive researchers’ efforts to protect privacy (cf. the discussion of ethical good Samaritanism, below) even though more legalistic approaches would argue that researchers are bound only by applicable laws and the privacy statements of the sites themselves (despite the fact that most users “click through” these within seriously considering them, thus making their consent of questionable ethical value). 
This problem arises in new ways within such environments as Facebook and MySpace: because users must acquire an account, and because users are often affiliated with trusted institutions such as a particular school or organization, many users seem to think that “others” – beginning with their own parents and teachers – are somehow automatically excluded.  On the contrary, students are learning – often the hard way – that information they post on their profiles may come back to haunt them in unhappy ways when reviewed by an academic advisor, instructor, prospective employer, etc. Others, indeed, are finding they can’t hide from anyone if they have a Facebook profile: 

…the cops used Facebook to ID a suspected public urinator and bring the pissant to justice. It all started at the University of Illinois at Urbana-Champaign when student Mark Chiles, 22, urinated on a bush in front of a frat house. A cop saw him but the offender ran off before he could be cited. His drinking buddy, Adam Gartner, also 22, was questioned but said he didn’t know the miscreant’s name. Normally, a cop would give up at this point. But this story has a new digital twist. 

The Internet-savvy cop went on Facebook, looked up Gartner’s profile and checked out his Facebook friends. Voila! There was the face of the urinator (ZDNet, 2006). 

At the time of this writing, Facebook occasioned a number of additional privacy concerns – for example, as it introduced a “newsfeed” feature that automatically collects “friends” information and changes to their profiles, displaying this information to a user when first logging in.  A form of data mining, this technique was experienced by many Facebook users as a violation of privacy – though, of course, the information collected was perfectly public in the first place. The blogosphere, however, reacted with concern and anger, while the US Senate took up a discussion headed by Senators Feingold and Sununu over privacy and data mining.

These discussions are quite new, and nothing can be said with confidence regarding emerging analyses and efforts to resolve these issues.  Pending US legislation – specifically, the DOPA (Deleting Online Predators Act) – would make such networking sites inaccessible in schools and public libraries, and great legal and intellectual debate is occurring around this act, but it does clearly indicate that law and ethics are struggling equally with such technological venues. But it does seem clear that any ethical guidelines and related understandings of privacy, rights to privacy, etc., in these new venues will have significant impact on legislation and ethics, because these will emerge and directly affect a very large number of an important demographic of the Internet, namely, young people – a demographic that, up until now, has largely ignored the ethical dimensions of their participation in such fora. These discussions may be a step towards a much broader and more widely shared sense of ethics online that would be of tremendous help to Internet researchers, whose ethical decisions are often profoundly influenced by users’ perceptions and expectations, beginning with privacy online.


Methodologies and Ethics.

As we have already seen in our general discussion regarding the diverse disciplines involved in online research, it is clear that the research ethics implicated by a given ethical problem or difficulty is deeply entwined with and defined by the specific methodology/ies that shape a specific research project. Indeed, Annette Markham suggests that any all methodological choices are in fact ethical choices (2006).

As a first example: on-line experiments are a popular research approach – ones that, like their offline counterparts, offer incentives such as a lottery prize, money, academic credit (to students) to attract and retain participants.  At the same time, however, given the multiple ways in which users can mask their identities in online venues - researchers who do not meet with their participants face-to-face may not be able to confirm the offline identity of an online participant. In particular, some experimental designs require that participants remain anonymous.  But of course, to deliver incentives promised for participating in an online survey or experiment requires the researcher to know with confidence a given 
participant's identities and important personal information. Hence the researcher is faced with the double conundrum of sustaining participant anonymity while also knowing their offline identity in order to provide them with the promised incentives (cf. Peden and Flashinski, 2004, )  

Danielle Lawson further highlights a number of ethical problems that emerge in conjunction with specific methodologies.  To begin with, research in the social sciences guided by more objectivist methodologies (i.e., ones that seek to emulate as closely as possible the methodologies of the "hard" or natural sciences) thus presumes such scientific norms as replicatability.  To achieve replication, however, would demand publication of relevant data, including gender, age, etc. of participants.  But such publication manifestly puts participant confidentiality and anonymity at risk, especially if accompanied by additional information, such as verbatim quotes that can be easily found via a search engine on publicly accessible archives.  Other methodologies – e.g., those that incorporate Geertz’s “thick description” (i.e., a detailed account not only of an event, action, etc., but also of the context needed to understand that event, action, etc.) and/or participant-observations approaches - likewise issue in the need for publishing important details about research participants: but again, doing so only increases the threat to their anonymity and confidentiality (Lawson 2004).  Lawson’s own effort to respond to these tensions includes recognizing a range of possible options that may be offered to participants.  These begin with maximum privacy protection, as participants may agree to only having their nicknames and texts used only for data analysis but both their names and the texts themselves are not to be included in publication.  At the other end of the spectrum, participants are treated much more like authors, as they consent to having their nicknames and texts published, and indeed receive credit for their texts as held by them under copyright as authors (2004, 93). Even with these range of options available, however, uncertainty and, more importantly, the role of ethical judgment (what Aristotle would call phronesis) cannot be eliminated entirely.  Rather, as Lawson observes, researchers will have to make judgments regarding the proper ethical balance between emphasizing Human Subjects protections (anonymity, informed consent, etc.) and the particular requirements of their chosen methodology regarding publication of relevant information (2004, 94).   

Participant observation and discourse analysis.  A major focus in the IRE literature is on virtual ethnography and its ethical challenges.  As a starting point, researchers such as Katherine M. Clegg Smith, raise the initial question as to whether a researcher “lurking” (i.e., unannounced and unidentified) in a listserv is more analogous to a researcher taking notes on a public bench, in contrast with doing so while hiding in a bush? (2004, 230f.). For Clegg Smith, if a public list provides an introductory message to new members indicating that the list is public and all messages are archived, then the analogy with the researcher on the public bench is salient: so she is not required to ask for informed consent from participants, nor to announce to the list her presence as a researcher “listening” to postings (2004, 231-235). On the other hand, when faced with the question of including potentially sensitive texts as data in her publication, Clegg Smith judged that her posters were more like Human Subjects than authors, and so chose to keep them anonymous  (2004, 230-235) – a decision shared by several of the pioneers in the literature on participant-observation methodologies and IRE (e.g., Svenningson, 2001, Bromseth, 2002, Markham, 2004).  Indeed, Nadia Olivero and Peter Lunt argue that the methodologies of participant observation and discourse analysis (i.e., careful analysis of various dimensions of discourse, highlighting not simply the content of discourse, but also the styles of discourse, how communicants signal various interactions from turn-taking to seeking dominance, etc.) in online environments heighten the importance of privacy, informed consent, and ethical issues surrounding the use of participants’ texts (2004).  It appears that participant-observation methodology, as it requires researchers to develop a more personal and empathic relationship with participants increases researchers’ sensitivity towards participants as co-equal human being:  given this heightened sense of engaging in a humane relationship with their participants, researchers may be more likely to accord participants the sorts of privacy protections that researchers would want for themselves. In addition, such heightened attention to protecting privacy, anonymity, etc., has a strongly pragmatic dimension as well: because participants can easily disconnect from email and other forms of online interviews, researchers have a correlatively greater need to foster and sustain the active engagement of their subjects – in part, by offering the reward of “the gratifying trusted, reciprocal exchange indicated by the feminist perspective” (2004, 107).  (Such an approach is further argued from feminist and communitarian foundations by Walstrom (2004) and, with the additional appeal to Bakhtin, by G. John Hall, Douglas Frederick, and Mark D. Johns (2004).)  

Ethicists familiar with the abortion debate will recall that Judith Jarvis Thomson introduces the distinction between “minimally decent” ethics and those actions and choices – such as those of the Good Samaritan – that are admirable precisely because they go beyond our everyday expectations and codes. For Thomson this means, however, that while such actions and choices are exemplary – they cannot be legally required of everyone in every circumstance (1971). Such ethical Good Samaritanism appears frequently among researchers guided by participant/observation methodology. That is, several researchers have begun with basic ethical and legal requirements of their discipline, but found that these did not go far enough, in their view – for example, as these (minimal) requirements did not oblige a researcher to protect the privacy and identity of participants in a listserv as a public space,  Rather, these researchers – again, as more directly engaged with their participants as close co-equals rather than as distant subjects have chosen to take the more demanding ethical position of a Good Samaritan: so, for example, several have come to go beyond the minimal demands and insist on protecting participant privacy, even though such protection complicated their research, made greater demands on their time and resources, etc. (see Smith 2004; Reid 1996; King 1996).
Given the presence of such “Good Samaritan” ethical choices in the literature of IRE – choices that have shaped foundational work in online research – even once researchers may have achieved clarity regarding what disciplinary guidelines and national law may require, they will further need to consider whether these establish only minimal standards, and, if so, if they judge rather to follow a more rigorous “Good Samaritan” approach. (For further discussion of the correlation between distinctive research approaches and their correlative ethical difficulties, see Bakardjieva und Feenberg (2001); Markham (2003).)

A Global Internet Research Ethics?

The global reach of the Internet means that research participants may be drawn from a wide range of nations and cultures. Coupled with the often international collaborations behind online research, this fact of a global range of participants forces a still more demanding question for ethicists: given precisely the often significant national differences in the Western between more deontological and more consequentialist approaches to IRE – how are we to develop a research ethics that is legitimate for researchers and participants from more than one nation, culture, and tradition of ethics and thereby research ethics?  

Projects such as the AoIR ethical guidelines and the RESPECT project demonstrate that researchers from a diversity of countries and traditions of ethical decision-making can in fact agree upon a range of basic values and issues, while at the same time preserving local differences in the interpretation and implementation of those values through a strategy of ethical pluralism. The AoIR guidelines, for example, we encountered what at first seemed an irresoluble conflict between U.S. and Norwegian research ethics with regard to the question of whether informed consent would be required for audio and video recordings in public spaces.  On the one hand, U.S. approaches argued that such consent is not required – in part, because in the U.S. context, there is no expectation of holding the sort of privacy in a public space that would call for informed consent (Walther, 2002).  On the other hand, Norwegian research ethics insisted precisely on such informed consent – in part, just because in the Norwegian context, there is the expectation that one’s privacy will be protected in this way, even in what are otherwise acknowledged to be public spaces (Elgesem, 2002).  But in both cases, research ethics begins with a shared focus – namely, just upon the expectations of the persons involved.  Insofar as both U.S. and Norwegian research ethics acknowledge the normative importance of expectations, while at the same time issuing in contrasting norms regarding informed consent, they thereby articulate a structure of ethical pluralism that holds together shared norms alongside irreducible differences in the interpretation and application of those norms – differences that reflect and thus preserve distinctive cultural identities.
 
Such pluralisms, in fact, can be discerned in a variety of instances in Information and Computer Ethics (Ess, 2006).  In particular, such pluralisms appear to be at work across East-West boundaries as well – for example, with regard to emerging conceptions of privacy and data privacy protection in China and Hong Kong vis-à-vis Western conceptions. So, for example, in the United States and Germany, rights to privacy and data privacy protection are established on the assumption that privacy is both an intrinsic and instrumental good – e.g., privacy is taken to be a necessary condition for self-development and expression, freedom of opinion and thought, and for participation in democratic governance.  By contrast, understandings of privacy and data privacy protection codes are justified in China and Hong Kong solely as instrumental goods – i.e., as these are necessary for a much-desired e-Economy. Hence, a generally shared notion of "privacy" and the need for data privacy protection is shared across these diverse cultures and nations – but understood and justified within each culture and nation in distinctive ways that directly reflect and preserve their differences (i.e., the differences between a Western emphasis on an atomistic individual as a rights-holder in a democratic polity and an Asian emphasis on the individual as a member of a larger community, where community well-being and harmony justify what from a Western perspective would be characterized as more authoritarian regimes: see Ess 2005, 2006).) 
Moreover, while discussion of Internet research ethics is very young in Asia, recent examples likewise fit such a pluralistic structure. For example, in a recent study of messages exchanged in a forum, Japanese researcher Tamura Takanori took up what he described as a “more cautious way” in his ethical choices than other Japanese researchers, as he requested consent from the forum coordinator to use forum exchanges; referred to specific authors by way of pseudonyms; and paraphrased rather than used direct quotes (2004).  These choices are striking first of all in light of the clear and significant differences between Western and Japanese understandings of privacy and research practices regarding human subjects protections – differences reflecting still more fundamental differences between Western affirmation of the atomistic individual as a moral autonomy to be affirmed and protected, vis-à-vis especially Buddhist notions of “self” as an illusion that must be overcome if genuine contentment is to be attained (Ess, 2005; Nakada and Tamura, 2005). Such notions support the practices of other Japanese researchers, for example, as they saw no need to protect anonymity, request consent for direct quotes, etc.  Alongside these fundamental differences, however, Mr. Tamura’s approach deeply resonates with several elements of Western IRE.  So, for example, Tamura’s insistence on protecting the privacy of the forum participants shows a basic respect for the expectations of their authors – a respect that, as we have seen, is a cornerstone for especially deontological approaches to IRE in the West in general and for the issue of informed consent in the U.S. and Norway (AoIR 2002, ftn. 7). Moreover, Tamura’s “more cautious way” contrasts with the less protective approach of other researchers: in this way, Tamura can be understood to take up a good Samaritan ethics that goes beyond the requirements of “minimally decent” law and practices – and thereby he echoes such ethical good Samaritanism as we have seen it among Western researchers, especially those following participant-observer methodologies. Finally, Tamura’s more cautious way is strikingly consistent with Western, specifically deontological, approaches that insist on the rights of the subject, including protection against possible harm, above possible benefits of research.


Tamura’s approach thus stands as one side of an East-West ethical pluralism that conjoins shared norms alongside the irreducible differences that define distinctive cultures. To be sure, ethical pluralism will not resolve all cultural differences and conflict in research ethics nonetheless, these examples suggest that a global IRE may emerge still more fully as information ethics and research ethics traditions in both East and West become ever more developed.
Conclusions

We hope this review of IRE makes clear that IRE, while a relatively young field at the intersections between applied ethics, information and computer ethics, professional and research ethics, can now be seen as reasonably well established. It enjoys an extensive literature that helpfully collects historically important analyses along with contemporary considerations of specific issues: this literature, as our discussion of specific topics demonstrates, offers considerable guidance with regard to a range of issues that consistently emerge in the course of online research.  Indeed, ethical guidelines such as those established by AoIR and NESH indicate not only the level of interest in IRE internationally: in addition, especially as the AoIR guidelines continue to find use in diverse research projects and institutional settings, both in the English-speaking world and beyond, this diffusion suggests that an international consensus regarding online research ethics may well be possible.  In fact, at least some examples of apparently contrasting approaches in research ethics, notions of privacy, and IRE proper strongly suggest that a genuinely global IRE may emerge that will conjoin shared norms alongside differences reflecting and fostering irreducible differences between national and cultural ethical traditions – including the most basic differences between Eastern and Western ethical frameworks.


This means that both young and seasoned researchers, as well as oversight institutions responsible for research integrity (e.g., IRBs in the U.S. context), now have a considerable range of examples and well-established guidelines to draw from, as well as foundations for a continuing global dialogue aimed towards further developing a global IRE. At the same time, however, the discussion of Facebook and the on-going efforts to develop a genuinely global IRE make clear that IRE is still very young.  Both as new venues and technologies open up new research possibilities, and as researchers and philosophers participate in a growing global dialogue regarding the ethics of online research, philosophers and researchers interested in IRE will confront no shortage of intriguing new examples and issues.  We have only just begun ….
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�for some reason, the track-changes is not showing that I changed this to take on board Ken's critique following.


�again, track-changes isn't showing this change – but here it is, in an effort to recognize Ken's perfectly correct points.


�well, I got that part right! (smile)


�Guilty as charged – but given our focus on the research codes, a focus I've tried to highlight much earlier on here, are we getting closer to making claims that will be clear and palatable to the philosophers?


�very sorry – but this has not proven true in our experience with IRE, both cross-disciplinary and especially cross-culturally.


�Perhaps I've been unclear: I've wanted to say that the deontological approaches protect rights absolutely – while utilitarian approaches can justify Human Subjects protections (anonymity, confidentiality, privacy, etc.) only insofar as these are instrumental to a greater good.  So, for example, here I don't mention privacy and data privacy protection as rights, even though they are discussed in those terms in the relevant literature.  But that same literature also makes clear that these are instrumental goods, justified only as they serve economic development.


How to fix any remaining unclarity here?


�Elizabeth: this citation needs a data and page reference.


�Elizabeth: I dropped the reference to Nuremberg, because there's no supporting text / citation.


�Needs a citation / reference


�Citation / reference?


�the point here is less epistemological and more pragmatic: in light of the anonymity of online communications, how can we be certain of the identity claimed by a particular participant?


�done!





� [Editor's note] The distinction being drawn here – primarily for the sake of opening dialogue between philosophers and researchers without extensive philosophical training - is, of course, more complex from an informed philosophical standpoint.  For example, an act utilitarian is a consequentialist who indeed would not be able to justify putting human subjects protections and basic rights at risk for the sake of potential research benefits. But a rule utilitarian, by contrast, is a consequentialist who could also insist on a more absolute protection of rights, etc. in ways attributed here to deontological approaches. 


The authors experience is that these basic distinctions have worked well in opening up needed dialogue between philosophers and researchers – dialogue that has resulted, in fact, in the development of ethical guidelines (AoIR, RESPECT) endorsed by researchers.  But of course, we would hope that further dialogue and debate, including attention to these more sophisticated ethical distinctions, will ensue – ideally, with the result of still more philosophically robust codes and guidelines that likewise incorporate the insights and expertise of researchers. 





� See especially AoIR 2002, 4, including footnotes 6 and 7, as well as “Addendum 2.”  
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